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Turn off Autoplay

Description:
Turns off the Autoplay feature,

Autoplay begins reading from a
drive as soon as you insert media
in the drive. As a result, the setup
file of programs and the music on
audio media start immediately.

Prior to XP 5P2, Autoplay is
disabled by default on removable
drives, such as the floppy disk
drive (but not the CD-ROM drive),
and on network drives.

Starting with XP 5P2, Autoplay is
enabled for removable drives as
well, including ZIP drives and

some USB Mass Sterage devices.

If you enable this setting, you can
disable Autoplay on CO-ROM and

Setting

State Comment

Extended /(Standard/

4 settingl(s)
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https://technet.microsoft.com/en-us/library/bb457006.aspx
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1. Start#2'Jw U, Start Search {##=Zz20Uwv 0, mmcZANE. IT>HF—F—=#H7,

2. File XZ1—H5. Add/Remove Snap-in Zi&iR

3. Add or Remove Snap-ins O%5 1 77O0/RvY IS5, Group Policy Object Editor Z
ERU. Add ZzZ0Uwv 093

4. Select Group Policy Object 51 7OJ/Rwv X N5, Browse %Zi&EiR

5. This Computer Z#27Jw /7. Local Group Policy Object ZiRE9 D. F/=(X Users %&iE
IRU. Administrator. Non-Administrator, Z/z(d1—H5BID Local Group Policy A=
IO NZERETD
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6. Finish T#&T9%

‘im| Group Policy

Fila  Action Wiew Help
&= = ==

Local Computer Policy Object Tvpe
DQ Compuker Configu.ration Security Levels
Software Settings Additional Rules
Windows Settings
K Enfarcement

Scripts {StarkupShutdown) . y
= - X Designated File Types
(= g Security Settings T e Publish

E!@ Account Policies 2l Trusted Publishers

-8 Local Policies
Public Key Policies
Software Restriction Policies
Security Levels
Additional Rules
) 's IP Security Policies an Local Comp
Administrative Templates
E& User Canfiguration
Software Settings
Windows Settings
Administrative Templates

IOIN—TRIUS—AADF7 IR
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File Action View Help
e | sE = HE

.__EI Local Computer Policy
4 (& Computer Configuration
p [7] Software Settings
4 [] Windows Settings
& [ Name Resolution Policy
=] Scripts (Startup/Shutdown)
[ B Deployed Printers
4 a Security Settings
i [& Account Policies
i+ [ Local Policies
[ |j Windows Firewall with Advanced Security
[ 7] Metwork List Manager Policies
1+ (] Public Key Policies
4 | Software Restriction Policies
[7] Security Levels
[ Additional Rules
1> [ ] Application Control Policies
[ g IP Security Policies on Local Computer
&+ [ ] Advanced Audit Policy Configuration
& gliy Policy-based QoS
[ Administrative Templates
a % User Configuration
7] Software Settings
b [ ] Windows Settings
[ Administrative Templates

| »

Object Type

[ Security Levels

[ Additional Rules

%% Enforcement

%) Designated File Types
55 Trusted Publishers

O—HIION—-TRUS—I5F145—

8. RUZ—&FTRAKID
IRV —ZER T BICE. YU —BRZREL. RZEITVET :

» Computer Configuration -> Windows Settings -> Security Settings ->

Software Restriction Policies
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&9 Enforcement Properties DiFFEZZELF I, [All software files except libraries] n5 T
All software files] NEELF T,

Enforcement Properties

General |

Apply software restriction policies to the following:

) All software files except librares [such as DLLs)

) Al zoftware files

Mate: If the default level iz Dizallowed, applying zoftware restriction policies
to libraries requires you to get rules for all the libranes used by a program in
order to uge the program.

Apply software restriction policies to the following users:
) &l users

(3 Al uzers except local administrators

] ][ Cancel ][ Apply

Enforcement Properties DiREEZEEIT D
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9. IRUZ—ZERKRT S
MU —ZERK T B(C(E. Policy U« > RODAEBIZEGAED )W LT, [New Path Rule] Zi#EiR

‘Tl Group Policy

File Action View Help
o m@EE PR 2

=} Local Computer Policy Mame Type Security Level | Description

] @ Computer Configuration ) %appdatato Path  Disallowed Stops Exerutables From running in the users 4
(1 Software Settings CB] 9HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\iindows .. Path  Unrestricted

= [ Windows Settings ) %HKEY_LOCAL_MACHINE\SOFTWARE\Micrasoft\Windows ... Path  Unrestricted

; " Seripts (Startup/Shutdown) CE] “HKEY_LOCAL_MACHINE| SOFTWARE | Microsoft\Windows ... Path  Unrestricted

| 5 Security Settings I i i
! 8 Aveoung Polries B %HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\Windowsl,.. Path  Linrestricted

08 Local Policies Fokempe Path Disallowed Stops Executables from running in the users b
-2 Public Key Policies CB) wauserprofiless Path Disallowed Staps Executables From running From user prg
=17 Software Restriction Policies @ CWindows) Temp), Path Disallowed Stops Executables from running from Temp
(17 Security Levels
424 Additional Rules
g IP Security Policies on Local Comp)
8 {3 Administrative Templates
=] ﬁ User Configuration
(22 Software Settings
(23 Windows Settings

New Certificate Rule...
New Hash Rule. ..
New Inkernet Zone Rule...

#-(Z] Administrative Templates Mew Path Rule...
All Tasks 3
Ckefesh
Export List...
Wiew 3
Arrange Icons »

Line up Icons

Help

IRUS—ZVERRT D

FUWL—ILZIERR CTED/NESVWND 4 > RONHAEET, DT+« RUANT, FEDIT AT =S
BUZD. —MM7R Windows ODJAILRAO— RIXAZFIAITDCENTEFET.,. TORITIHE.
C:¥Windows¥Temp TEIT I 7 I)LDEEEETOY U9 DRI —ZER L TWET,

ZNIE Windows DT> RSU T AIIS (Z<DTOTS LA A N—=5—THHE) TIDT.
DRV —ZBAITDZECELDT. WOHWDBBENRETDIZENFATEET. LML, TF
SARL—23a>OHICFRBERIAIASITY, EEITD/I A TREIVIATAICEZRDZED
TEFEI., (FORTU—->Z3v bhzs8R)

i, COBETIE. FRIMYTENSTOISLZERHITIZENTERRBZDT, FRHVBE
T9Y,

1. %appdata%
2. %temp%

3. %userprofile%
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4. %localappdata%
5. %programdata%

6. C:¥Windows¥Temp

Flz. WKDHWDIERTOT S LTy TF—AIRN 1 —HD appdata 'SEENIT D ENHDET,
B URAIHDIEBRTIEARY J DT 77HhNEBED Program Files T4 J)LA T3ix<. appdata 7 AJL45H
SEBIDENDCEMDIN D TVDDTHNIE. ZDYT NI T 7 ZIL—ILSERN T DHENSD
NFEI, BRILRVEEE. BBILFEEA.

C:AWindowskTemp\ Properties

General |
Path Rule
| [ Browse...
Securty level:
| Dizallovwed w |
Deszcription:
Stops Executables from running from Temp
D ate lagt modified: Thursday, February 13, 2015 2:56:09 Pk
[ ] ] [ Cancel ] Apply

Temp JAINFRDRGTI 71 I ELLDHD
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TOBITIE, ROLZH/)IKADRTEITI 7 AILDEEZTOY T LU TNDIRY S —Z W< DHVERK
LTWET,

‘im Group Policy

Fil=  Action Yiew Help
& = @3 m e B @

_E-j Local Computer Policy Mame  ~ Type | Security Level | Description Last Modified Date

B@ Computer Configuration %%appdata% Path Disallowed Stops Executables From running in the users Appdata Folder 2/19J2015 3:09:41 PM
[ Software Settings CE|*%HKEY_LOCAL_MACHINE\SOFTWAREMicrosoft\Windows ... Path  Urnirestricted 916/2014 10:02:44 AM
E‘"Cil Hindows Settings CB] %HKEY_LOCAL_MACHINE\SOFTWARE Microsoft\Windows ... Path  Unrestricted 9/16/2014 10:02:44 AM
;;:E:;:S;:gi“nth”m‘ () %HKEY_LOCAL_MACHINEISOFTWARE MicrasaftiWindows ... Path  Unrestricked 97162014 10:02:44 AM
(8 Acsount Poiies OB %LHKEY_LOCAL_MACHINE\SOFTWARE \Microsaft|Windows|...  Path  Unrestricted 9/16/2014 10:02:45 AM

8 Local Policies @%temp% Path Digallowed Stops Executables From runming in the users temp Folder 2/19j2015 3:09:30 PM

(222 Public Key Policies @%userprnﬁle% Path Disallowed Stops Executables From running from user profile 2]19j2015 3:07:45 PM

Software Restrickic @C:lwindnwsﬁempl Path Disallowed Stops Executables from running from Temp 2/19j2015 2:56:09 PM

[ Security Levvels
42 Additional Rule
.g IP Security Policies

[0 Admwinistrative Templates
8@ User Configuration

-] Software Settings

-1 Windows Settings

-] Admiristrative Templates

& 3|&

(2%

NR[CELBIRTIFIINDITOYVY

TOROU—>>3vw hNTlE. O—AILEBEDODT AN T ICHDIETI7AILEEELELDEL
TWEYI, TEDED. Windows hhSBEEIM (/R 77w TEHE CEENRRSN. TOTS A
REIUFERA. BIRSNTULVRUWWIRICT7MILEBES LSS, JOJSAGRELRLSEEILET,

C:\Documents and Settings\Administrator\Deskioplautoruns.exe

e C:\Documents and Settingsiadministrator Deskiopi autoruns, exe

Windows cannot open this program because it has been prevented by a software restrickion policy. For more information, open Event Yiswer or

contact your syskem administratar,

RITI7ANITOYVIDES
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10.70OvosnidO05 ADORBBEEEIET D
O—AJ)L1—Yd appdata & temp T A IS (RUS —ZBEBRAIT D E. WDHDTOTSAREL
<EENURLSIEADFET,

PIZ(E AKHEL Chrome J5DY(d, PC LTEREEBTER<LADFT, NEFI-—TDIOT 7
AT AINWSIARADEIT I 7 ILZ2TOYvIITDIRUS—NERTY., LML, Mozilla Firefox (&.
C:¥Program Files¥Mozilla¥(C1 > XA b—ILENTWNDDT. MEERSEELZFTI., F£/&. Internet
Explorer 67005 AT 7AILDI\ANICH DIz, K ZENTEET,

C:\Documents and Settings\M dministratorilocal Settings\Application DatalGoogleNChrome\Application\chrome.exe |z|

@ CiDacuments and SetkingsiAdministratoriLocal SettingstApplication DatalGooglel Chromel Applicationichrome. exe

windows cannok open this program because it has been prevented by a software restriction policy, For more information, open Event igwer or
contack wour syskerm administrakar,

FIPRDE LI EDZIRYS—DH

CORIS—(FZARCHEWNEDTIEHEDFEFBA. ROHBITE. CORIUS—HFE LT, KD5E
FENZ)I\RET7AILORUS —=4ERK LU TULET,

FIETNTND/RXET 1 HDIRIS—)L—ILZRDKISICHELE T,
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Mew Path Rule

General | I

dze rules to override the default security level.

Path:

|E:'\D|:u:uments and 5ettingzhAdministratorLocal | [ Browsze. ..

Securty level:

| Irrestricted w |

Diezcription:

Alloves Google Chrome To Fur

[ ] ][ Cancel H Apply

NKRET7AIWDRYS—)L—)b

11.Volume Shadow JE—H—EXXAD7OoLX=T0Ov 093D
Windows XP LA _ET(Z. Windows i VSS JE—HY—EX&®FHLUT. J77)LoO0—H)LJE—%
FREUET,

IRDINR(CHDET
C:¥Windows¥System32¥VSSAdmin.exe

HL/ =23 >0 CryptoLocker (£ VSS AE—%&1EHBD T ERL, £EHIBRI DI EEHDFEFERAT
Ulz. ZDER. T—9ZEIHI DN TEFE U, T—FEIHOARY —ILD—DH Shadow
Explorer TUJEM. Windows O#EERFE> T, T—F%ZEIHIT D EBEEETU, #. VSS JE
FO-HILRSAT (BELEZELE C¥RSAT) OHBERASNTNET,
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VSS B —EX(FFHEHC(Z Vista L ETDHER T, BSILSNET 7 AILEET DERERDFET
ER

| Microsoft Office 15 Properties | 23 |

| General | Sharing | Security | Previous Versions | Customize |

ﬂ Y Previous versions come from restore points ar from
] Windows Backup. How do | use previous versions ¥

Folder versions:
Marme Datemu:udviﬁed
4 Earlier this week (1)
L. Microsoft Office 15 16/02/2015 09:12
[ Cpen ][ Copy... ]| Festore. . |
ok ) (en ] [ oy ]

BER/—bB:VSSBENYVIFPYITDEDDTRESHDFEA. REITZIDEO—HIRSAITDHT
ER

H—EANDT7OCRZOYv I T DI ECKDT. CryptoLocker MEKSIRAS B LADT 7R/ \W D
PwIIT7AIERBRULDET D EZIEDDENTEET, RUS—Z/ERL. VSSAdmIin D
KT I 7AINZEHRICLUET,
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= Local Group Policy Editar

5]
<]

File Action View Help
e 2@ Bl B

_EJ Local Computer Policy Mame = Type Security Level Description Last Modified Date
4 %l Computer Configuration 12| %HKEY_LOCAL_ MACHINE\SOFTWARE,... Path Unrestricted
| Software Settings

e X =] %HKEY_LOCAL_MACHIME\SOFTWARE\... Path Unrestricted
a [ | Windows Settings = . .
» %] Name Resolution Policy A= chwindows\systern32\vssadmin.exe Path Disallowed
i) Scripts (Startup/Shutdown)
[» = Deployed Printers
4 i Security Settings
A Account Policies
1+ A Local Policies
1 [ Windows Firewzll with Advanced Sec
| MNetwork List Manager Policies
1> [ Public Key Policies
4 | Software Restriction Policies
] Security Levels
] Additional Rules
1 [ Application Control Policies
3 .g IP Security Policies on Local Comput
1 [ Advanced Audit Policy Configuratior]
&> gljy Policy-based Qo5
> [ Administrative Templates
4 4% User Configuration
i+ [ Software Settings
i [ Windows Settings
&[] Administrative Templates

16/08/2014 08:57:01
16/08/2014 09:57:01
19/02/2015 17:07:24

| m I

mn

vSSadmin #O0—AIWIIN—TRUS—IF14H—TIJOVITS

COU—EBRCTIOCAFREEDHKIS ETRTEZETOVILET,

Microzoft MET Framework s
pr—— Unhandled exception has occumed in your application. F you click

|{ ]| Cortinue, the application will ignaore this emor and attempt to continue. F

Sl you click Quit, the application will close immediatehy.
This program is blocked by group pelicy. For more information, contact
your system administrator.

4 Details [ Continue ] [ Cluit ]
See the end of this message for details on invoking -
justintime (JIT) debugaing instead of this dialog box. |:|

Exception Texdt
System Component Model Win32Exception: This program is blocked by group policy.

at System.Diagnostics. Process StatWithCreate Process(ProcessStart Info start Info)

at ShadowBExplorer Service VssAdmin.VssAdmin a(String A_0)

at ag.al)

at s.abl)

at m.a(Eventfrgs A_0) -

' ] b

VSSAdmin 220’ 0v 99 3 RUS—EE
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12.Windows Script Hosting DfEZH{t - VBS ROUT b= 0OV 09D

VBS XU UT NMIXILI T VHRBICKLD> TRASIN., REANTOREES =R IN. FEXRD
Z < DEENRTILVI T 72 D> 0O0—- RIZTOCAZIRE T D L(CfEONET. 2000 FHRD
BI(C(E. ILOVEYOU VBS WL T 7HNRITD. RERWEZKLUELL, RETIE. <D VBS
ROUTNETAINAZBLUED, D7 E2BBHULIEDITDCE(CEBASNTLET. LML,
VBS J71)LhEEI 92 Windows Script Host TS > & EINICIT B EICKD T, VBSROUT
Ne@EIMb s 2 ENTEET,

Z2E . BURETOV1>ROUT MEFIALTWSIES. TEOXVUT MHREITERSRDET,

i, RUS—ZFALT. VBS J7MIIOFIRZFIETZICLEETEEI. (IRH 7 TOU>I%E
sREEY)

IRD_ZDDLZAMUDI> MUM. Windows Script Hosting Engine Executable M&EfT2 0w
DENDEDHITEOND _DDI> FJTY, (Wescript.exe)

» HKEY_CURRENT_USER¥Software¥Microsoft¥Windows Script Host¥Settings¥Enabled
» HKEY_LOCAL_MACHINE¥Software¥Microsoft¥Windows Script Host¥Settings¥Enabled

INSDL A MIF—IEME=NTZ®IC, VBS J7AILZRITLEIDETDIE RDIS—AY
- KRRENET .

Windows Script Host

Q WWindows Script Hosk access is disabled on this machine, Contact wour administrakor for dekails,

Windows Script Hosting 7'00v J DE&

IN5ZTOVvIIBICFEHRAENSGDFET, ROLZAKNIF—%250>0O0-RUTHALT
<FEEW, ELROVUT baiR#T2IHENSNE. MU —TIT54F—TIDARIIYAXENT
=232 Z R T D EETEET.

http://download.webroot.com/VBSDisable.zip
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13.XA=)LU—)NTEXE 7N ZTAILFUTTS

BEUA=IGT—RDITAT. T7AIUEBERFTDI«ILI I IR EIEETHNUE. EXE T7 1 ILANR
NENTNBARA—ILZIEETD. KEFZDDHRFNGDD T 7 AL SN TNDA—)LZEST
REDIN—INZFREITNERECI. ZDEHDILEFNEIT I 7ML (“F X EXE” T7AIL) &£18D
. S LADIT 7 TE—MRNTT,

14.RDP Z XN (C T B

CryptoLocker ¥° Filecoder X)L 1 77(d. WEXWSRD PC (C Remote Desktop Protocol (RDP) %
BRAULTFOIERALEDELET, RDP (E Windows DY —)LTUE— MRIENSDFT XU by
DTV IR ZRHELTNET., U RDP HENTETHINIL, RDP ZHEM(CIT D ECKD T,
Filecoder Y>> RDP S84z B> e <IL D T 715 PCZREIT D2 ENTEFHFT ., Windows 7 A
+DI)N—==3>2T(E. RDP (JMEETEIN(C/IRD TOEIN, BDEHICIRET D 0S DIRTE =R

D EEHENDLET,

15.1—YHE

TF21UFTA DU OT—EHBVDIE. 1—HYTHD [ANIT7A7IA—IL] FEXIEDNET,
A—PDEFa1UTABERFEETHD. BHOHEDLVWWKREFICITRDIA SAHBEMERD
T, INB5DY—ILZERALTCI—Y(CAT ATOBR. FL(EFBETA>Y—FRY hEFIHET
BEDIURIIREZHBE UIRVWEVRIEE D TEEHA.

CNSDBERC EZITOIRIITT, AT (CIDEERRIEZIEHE T I LN TEFT

15.1. Al THNE, ZERMERSEZEITD

Y ND—=OANDT7ICATERITDEN, I—FNAT 1 X5 VPN FEHDOUE— MRIET
B<HEECEBERALELL D, ZEEFRIECT/(XD—-—RULZY hEDTIR-ADEZRIY —
INNDT7 I AZRMHLUFEL &£ D,

15.2. tF+a27/\RXT— ROFBZEHITD

FROMY TEBRUVZOMDTTIS -3 >A0O04 > TlIERZIVR DT — REBEE(CFED TL)
F9, MmENICA MO TINRT— RDIL—ILEVED, ZUTCIA—HICEER N —Z>20%1T
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W, BETEIPCITVENIR/(IRD—RZEEDZECKIDT. KDTEF 17 TRERHSZ/ED
FFBcENTEFT,

15.3. S ODTAIVFI D BRBEUA—ILTOOIU Y I —=HIRT D
A—UNETERSNTHRROWECH D CUEIREZVWFEN, JrvS > JEREF7 T v
220TY, A-HFICHULTYUORBRHICOUYOIURL HI>TWLWBA, EELTLDAM
SIXESNDLDICRATTIZETE) EHEIDDFIERICBENTI ., e, U ITDEDA—
IWENET D, FREUOZ\ENCTDREN, — BORRET I v IJRE=TO
VITEDRENELNEFE A

16. 6 LRREELTLEDOZS
HEURENMRSRIELERILI IV (CRELUTUFEOEHE. ROWURZHBZ LD LEZSBEDULET.

16.1. RPUZ PCZERTRY ND—INSHIMRL. BEROILAZ LD

16.2. RRDFRZETEDET. PCOIAA—=T12 EZITOIRN

16.3. TIRRA> b -EFaUTa - ROG-DHYIR— RS I (HEFEL, BEDTY
—2FvITERIET D, N2 —DHUMR—KNCE@F JU-2TYvITDOXE. BENTR(CTHE
ETETCL DN ZEHERLTES D,

16.4. NRIA—DBR— bRV T &, IRICHEDKD (CRHREUIENZIEKRT D,

16.5. I—YDF—INESEENEIMFIVITD. CNETSTIRIFERICITDS

16.6. OHEB(CESZHLU. CNHIENBRIRE ST2h REZEFBEART MLICDNWT,
EYIRERZEILR D

17 .45

COHA REFEEDY T 7 L >REUTDOMBEIFNBEETEISDEBA. ITTIL— MSETHE
BRUZFMNSERAMRICEI DT, SOYADIVORECEDIRNLD(C. EDQXDITEN &EN
ZRBNTUIERFIAS FTT . BREEKREFOEWVEFITRATHD., BEZILADIELFILBFEEZSE
B A-—YZELHDEIITI,
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AR TV T Z W DMTIRITT, HlZECOLDIRBENSKREL. T—F=Z2EHLTESD
ZOH(TIRFECTED . SHOEERHZILTFEE(CTICRUTESD EVLWDARBIRMTR/MIRECIRDDT
ER

18.5¥H0E¥

18.1. S YLD T 7 OFMRIERG. ICIT @FITUL ICIT OS>BATT7LR—6T
2016 Will Be The Year Ransomware Holds America Hostage] (C#8& &N TL\EY, PDF
FTESNEYI>O—-RTEFT:
http://icitech.org/wp-content/uploads/2016/03/ICIT-Brief-The-Ransomware-
Report.pdf

18.2. CHORFAA NI DxTIL— DT O & Threat Research and Support F— /s
PMMEURREENSTEHTVNET, COHA RICTHAWEESE, BHLFT. BETD
DxJI)IL— bhORMTOTRE (REE) (. RO URL 2SR IZEL)

KeRanger: http://www.webroot.com/blog/2016/03/07/18611/

Locky: http://www.webroot.com/blog/2016/02/22/locky-ransomware/

Padcrypt: http://www.webroot.com/blog/2016/02/18/new-ransomware-padcrypt-
first-live-chat-support/

RaaS Ransomware As A Service:

http://www.webroot.com/blog/2015/07/28/encryptor-raas-ransomware-as-a-

service/

TeslaCrypt: http://www.webroot.com/blog/2015/03/12/teslacrypt-encrypting-
ransomware-that-now-grabs-your-games/

Critroni: http://www.webroot.com/blog/2014/07/25/critroni-new-encrypting-
ransomware/

A Typical Macro Infection: http://www.webroot.com/blog/2016/01/14/a-look-at-a-
typical-macro-infection/

Best practices for securing your environment against CryptoLocker and
ransomware
https://community.webroot.com/t5/Webroot-Education/Best-practices-for-securing-

your-environment-against/ta-p/191172
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